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TAN TIDY — nWTN .1

SITE A SITE B

R1 — SW1 — VLAN 10 admin (2 PC) R2 — SW2 — VLAN 10 admin (2 PC)
VLAN 20 students (2 PC) VLAN 20 students (2 PC)
VLAN 30 server (HTTP - DNS - syslog - NTP)

R1 = 10.255.0.0/30 = R2

R1 — ISP (one public address, 203.0.113.2) -> PAT

addressing: 1@.<site>.<vlan>.0/24 . gateway .1 - server 10.1.30.10

DHCP on R1/R2 for VLANs 10, 20

ACL: VLAN 20 (both sites) may NOT reach the server; everything else allowed
logging + ntp -> 10.1.30.10

naming: A-R1 - A-SW1 - B-R2 - B-SW2
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np'T2an nITipos NV | #

NNIND [DW) [ping] -[vlan 10/20/30]-[hostname | + NN | 1
(PC)9y [ip address]-[switchport access vlan] + | VLANs

[VLANs ] |2 [ping] - WwH -[int go/e/1.1@]-[switchport mode trunk] + 2
[ip address 10.1.10.1]-[encapsulation dot1lQ 19| D'PYNN-NN

0'910 |12

[ip address 10.255.0.1/30]

-10.255.0.2 [ip route 10.2.0.0 255.255.0.0]
- (R1)) (ISP} [ip route 0.0.0.0 0.0.0.0)
(R2]) 10.255.0.1 [ip route ©.0.0.0 0.0.0.0]

2N + WP | 3

renew )/ [ipconfig] -[ip dhcp pool A10]-[ip dhcp excluded-address ] 4
[network 10.1.10.0 255.255.255.0]
-[default-router 10.1.10.1]
[dns-server 10.1.30.10]

- [PClo]- X MY - 0.0.0.255 10.1.20.0 [access-1ist 110 deny ip] ACL] | 5
v N | [deny ip 16.2.20.0 0.0.0.255] [host 10.1.30.10|
[permit ip any any|-|[host 10.1.30.10]
[ip access-group 110 out|— [int g0/0/1.30]

-v// 1IN'N - [PC-B10] -0.255.255.255 [access-1ist 1 permit 10.0.0.0] NAT] [ 6

[show ip nat translations]

[1ist 1 interface go0/0/0|[ip nat inside source]

(outside]- ((s@] + [subifs)) 4x [inside]-[overload]

NIYI NVTIN — | shut/no shut

[NT DY

[logging 10.1.30.10 ] [ntp server 10.1.30.10]

[service timestamps log datetime]

+ syslog] | 7

NTP

D'2ITN MY .NINIPN W2 [In] DIPN2,0'9110N WY NNR NMIY — 30 pwnn-nNn Yy - D10
NIYP MWK ;NII)
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n9) ‘11ox’ 0y ,10 — nhap nipr12 .3

/v
X pi Db "oy npma | #
v [PC-A10 ping 10.1.10.1) | 1
v/ (PC-A10 ping PC-B10] | 2
v (PC-A20 ping PC-B20) | 3
v (PC-Al0 ping 10.1.30.10] | 4
(ACL)) X [PC-A20 ping 10.1.30.10] | 5
(ACL)) X ny - 6
% nw - 7
x10.2.10 Dy MY - v +[PC-B1@ ping 8.8.8.8) | 8
(R1]-2[show ip nat translations|
[121 |NT DY NYTIN nw — (R2)-2 9
.1 VW [DHCP -n N2IND 702 10
.30.10 [DNS ]

DWTI' NI —"DX' NTINY 92 .N9PN =4 NP'T22 X D1 =5NpPT22 X -2h Inw A
D'TINY 4 — N1'ONN \NON 4

page 1 address table: name - network . mask - gateway : range - broadcast - VLAN -

site (9 rows)

page 2 logical topology: PT Notes next to every network and link — or draw.io

page 3 configuration by device: A-R1 / A-SW1 / B-R2 / B-SW2 — show run TRIMMED, with a
comment per block

page 4 acceptance tests: the 10-row table, filled

this is the template of the project book. same 4 parts, x1.5.
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MIND NDAIT

nHNWN

P NNIN[R1]-2 [show ip nat translations].N'J¥N [PC-Al@].9WD1 [PC-B1@ ping 8.8.8.8):8 NP'T2
JIN2N x.10.1

TYX NN TYX |NNDN
(x.10.1-5 W) T2IY 2 X 910 ,R¥I' XD 2910 ;|'pON .1
N 209 2NN — v DN ?10.1.10.1-9 [PC-B10-N [ping ]| [ISP] — - [R2]—2iM"1:1 nywn .2
.V *S = [R2]-2[show ip route] ?[R1]-2 57NN N2 PN
— [include access-1list 1]|[show run].[NAT]-N W [ACL}-N 2 Mywn .3

IN "0 P — [permit 10.1.0.0 0.0.255.255]

(10.2.0.0-5 N0 MY IX) 0.255.255.255 [access-1ist 1 permit 10.0.0.0):|Ip'N 4

X.10.2.10 DY MY — [translations |- v [ping]|NIN'R .5

TNDNIND —NIN'R - [IP'M - NP'T2 - NYYN - |'NON :NIT2 .6

NN [show ip nat translations].DW N'N X 2510 .'DANINN 'N' NININ [NAT -0 9W [ACL]-N + N2IWN
TN DTN

NN'D2 D'PTI2 DNNY 1199 729 NND — n''an

?n9202 NINWI NN .1
?(trunk|'199 NI2IND NNY .2

?2IN" NT'R — (R2] .3

?N2IN NNIY 3 — [DHCP pool | .4
?JNN' — [out].30 Yy 5
?D'PWNN I19'N DY — [NAT inside].6
2N IN2I0— X 5npTa 7
?1993-2 [syslog] NVTIN .8

?D17INY 4 — |NON .9

DI NNIVY opP'N5N .10

[OP2 OP'NDN — DID'O NTAYD — ATI2VY T

.D'TINY 4 5w N1'ON NN ,N92P NIP'T2 10 ,NI2DYW 7-2 NNIN NWAI :n1onn

4/6



N°NIw 012°0 NT72vN

phwinw 25w YD nno —Han

1199 D'TIPN NI .NINY NNIY 9 — NI2IMD NY2L 'PT 10

NINON KD DIpionon - X .NOW NP'T2N :N20W 9D MINR 1702 7-1 NIDDY
.X/Y ) MNN 'y192' 19 DN — NH2pn NIP'T2 10

DIP'T2N NY20 - NINYN DY INIPN [show run] - [PT]-2 [Notes | - N920 :JNON

O o oo

22 JNNRNAXINN VIDWN 10 TV —N0N + | pkt | :nWan

NIRXINN DIYN

(NTIPD VYD) NI'NN - NNYN - 2W'N Nnhan | #

Onmw-OnNiw9:nh0 | 1

07 Oe6 0OO5 04 O3 02 1w | 2

("19X X =6-15)10/ v npm| 3

04 03 02 O1Anon | 4

[ :waIn 5

nniy 'y — n'prm

?NT NN ND NDELNYP DN NN NN

?NIN2N DYDI NONXR NYIY "M NN

--------------------------------------------------------------------------------------------------------------
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Acceptance Tests

nY2p nip'12

NN2N 199 NPT N2DW 9D NT0N

Configuration Layers

MIXN NIDdw

TNXR 929 NIyN DY ,D"'0AI9IN D'PI92N PO

Trimmed Config

AXIPN show run

ANAN LP'ND2 1.5 ,0'PYN 4 DNIN

Mini Project

|OP2 OP'NDN

npnynd

DN'N TI2VIW D'X¥2P

17.8.1 Lab - Design and Build a Small Network.docx ¢

17.8.3 Packet Tracer - Troubleshooting Challenge.pka °

6.8.1 Packet Tracer - Configure NAT for IPv4.pka °

ENSA_Module_5.pptx *
SRWE_Module_4.pptx ¢
Syslog.docx »
ITN_Module_17.pptx «
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